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Systematic Review

Introduction

The genesis of cybercrime can be traced back to the late 1970s, 
marking the dawn of the computer information technology (IT) 
industry. The initial wave of spam served as a precursor to 
more sophisticated forms of malicious software. As technology 
has advanced, so too has the complexity of cyber threats. The 
health‑care sector, with its vast repositories of personal and 
financial data, has become a prime target for cybercriminals.

The significance of health care in society
Healthcare is based on social justice, equity, solidarity, and 
participation, It is built on the idea that everyone has the right 
to the best health.[1] The recent global pandemic and population 

growth have dramatically amplified the demand for health‑care 
services.[2] Hospitals are tasked with the dual responsibilities 
of safeguarding sensitive personal data and ensuring its 
accessibility to authorized entities. The digitalization of health 
records marks a pivotal shift in health‑care delivery toward 
more decentralized, patient‑centric models.[3,4] However, this 
shift also exposes the sector to increased cybersecurity risks 
due to the inherent vulnerabilities in its systems, encompassing 
hardware, software, networks, operating systems, medical 
devices, and human users.[5]
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Increasing threats in health‑care cybersecurity
Since 2010, there has been a notable rise in data breaches 
within the health‑care sector, making it one of the most targeted 
industries for cyberattacks globally, as highlighted in a 2016 
IBM and Ponemon Institute study.[6,7] The immutable nature of 
health data makes it particularly attractive to criminals.[8] The 
WannaCry ransomware attacks in May 2017, which disrupted 
the UK’s National Health Service, underscore the severe 
operational and financial implications of such breaches.[9]

Challenges in health‑care information technology security
Despite the critical need, cybersecurity often receives minimal 
funding within the financially constrained health‑care sector.[10] 
The integration of numerous interconnected medical devices 
and inconsistent business processes further complicates the 
cybersecurity landscape. This is exacerbated by the use of 
vulnerable medical equipment within hospital premises and 
beyond.[10]

The emergence of smart hospitals
Recent technological advancements in health care aimed at 
enhancing efficiency and reducing costs have led to the concept 
of smart hospitals.[2] This development necessitates robust 
data protection measures, given the plethora of connected 
devices. The health‑care industry is often characterized by its 
“low‑security maturity” and limited data security capabilities, 
attributed to budgetary limitations, lack of cybersecurity 
awareness among health management, fragmented IT 
infrastructure, and an overreliance on wireless devices.[11] 
Typically, health‑care organizations implement cyber defenses 
reactively, postincident.[11]

Lagging cybersecurity in health care
Despite the global surge in cyberattacks, the health‑care 
industry remains significantly behind other sectors in protecting 
patient information.[12] The growing concern for cybersecurity 
in health care is often underestimated and under‑prioritized.[13]

Objective of the analysis
The primary objective of this analysis is to identify and assess 
the critical cybersecurity threats, challenges, and existing 
solutions within the health‑care sector, as well as to propose 
areas for improvement in response to the increasing frequency 
of cyberattacks.

Materials and Methods

This systematic review was meticulously structured in 
alignment with the Preferred Reporting Items for Systematic 
Reviews and Meta‑Analyses guidelines. A comprehensive 
literature search was conducted using several databases, 
including Web of Science, Scopus, Google Scholar, the Saudi 
Digital Library, ACM Digital Library, PMC, and NCBI/ 
PubMed [Flow Chart 1]. The selection of search terms 
was strategically focused on areas central to cybersecurity, 
encompassing “threats,” “ransomware,” “cybercrime,” 
“healthcare,” and “hospitals.”

Research questions
The term “cybersecurity” encompasses a wide array of 
activities, extending from technological advancements to 
the implementation of organizational security measures. The 
study’s research questions were formulated to delve into 
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Flow Chart 1: The Preferred Reporting Items for Systematic Reviews and Meta-Analyses technique was used for the selection mechanism schedule 
of articles in this study
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a prevalent challenge faced by health‑care organizations: 
enhancing their cyber defense mechanisms. Tailored search 
phrases were utilized for extracting relevant literature from 
bibliographic databases.

RQ1: What are the prevalent cybersecurity threats encountered 
by hospitals? RQ2: Can the return on investment for internal 
training and awareness campaigns be quantified, and how do 
these initiatives contribute to health‑care workers’ understanding 
of cyber threats? RQ3: What is the recommended approach 
for hospitals to conduct a comprehensive cybersecurity risk 
assessment, considering the human element? RQ4: What 
strategies and protocols have hospitals adopted to bolster their 
cybersecurity resilience? RQ5: What recommendations have 
international and national bodies proposed for cyber defense 
strategies to enhance cyber resilience?

Inclusion criteria
This review was limited to articles published in English. 
A  thorough approach was adopted, including articles that 
featured the specified keywords in their titles or abstracts, 
regardless of the availability of full texts. To be considered for 
this review, articles needed to specifically address cybersecurity 
in health care and associated security risks. Duplicate articles 
identified during the literature search were excluded.

Search results and selection process
Using the search terms “ransomware OR cybersecurity,” a total 
of 365 articles were identified [Flow Chart 1]. The majority of 
ransomware‑related content appeared in news outlets, while 
cybersecurity‑related articles were predominantly found in 
academic journals.

Two independent evaluators were involved in the selection 
of studies for inclusion. The selection process also involved 
a detailed examination of gray literature and reference lists 
to identify additional relevant studies, aiming to expand 
the sample size and mitigate publication bias. Both authors 
independently reviewed the titles and abstracts of each article 
for potential conflicts of interest, utilizing co‑evidence. 
Discrepancies were collaboratively resolved through 
discussion. A similar approach was adopted during the full‑text 

screening phase, ensuring thorough evaluation and adherence 
to the study’s objectives. This meticulous screening process, 
although time‑consuming, was essential for validating the 
inclusion of each selected study.

Results

In our comprehensive search across designated digital 
databases, we identified 352 potential records. Following 
a meticulous review process, 13 studies were ultimately 
selected. These papers were chosen for their direct relevance 
and insightful contribution to our primary focus areas: 
“cybersecurity, threats, and challenges” within the health‑care 
sector.

To gain a more nuanced understanding of the cyber threat 
landscape in health care, we categorized these threats into 
several distinct subthemes. These include insider threats, 
which encompass human errors such as careless behavior, lack 
of awareness, or inadvertent security breaches (like sharing 
passwords unauthorizedly); cybersquatting threats, involving 
more malicious actions such as hacker intrusions, spyware, 
malware attacks, viruses, and data breaches; and technological 
failures that span hardware, software, infrastructure, and 
power systems. Our analysis further differentiated these 
threats into intentional and unintentional risks, evaluating 
the potential impact and likelihood of each. For instance, 
cybercrimes such as hacking (intentional threats) and power 
outages  (unintentional risks) were identified as high risks 
due to their significant potential for damaging health data. 
Conversely, internal factors like user errors were classified 
as low‑risk, given their unintentional nature. The diverse 
categories of cyberattacks are systematically outlined in 
Table 1.

The core foundation of information security hinges on three 
critical principles: ensuring data confidentiality, maintaining 
data integrity, and guaranteeing data availability. To 
address these aspects, our research delved into a broad 
spectrum of academic literature pertaining to cyber threats 
and their cascading effects. Table 2 provides a detailed 
examination of the various cyber threats and vulnerabilities 

Table 1: Classification of cybersecurity threats in hospital settings

Threat type Category Risk level Potential motivations
Malware (including ransomware) Cybersquatting Medium Disrupting systems to facilitate system breach; theft of passwords/private data

High Data breach for ransom; financial extortion
DoS attacks Technological threats High System disruption; prelude to system breach; ransom demands
Phishing Cybersquatting Medium Data breaches; personal information theft for sale; facilitation of other attacks
Masquerade attacks Technological threats High Acquisition of confidential data; alteration/deletion of patient health records
Data injection attacks Technological threats High Causes misdiagnosis, insurance fraud; mission‑critical disruptions
Hardware/software malfunctions Insider threats Medium Often accidental; can lead to suboptimal service provision
Outdated technology/HIS Insider threats Medium Generally unintentional; results in unreliable systems
Critical infrastructure failure Insider threats High Severe consequences like data loss; typically unintentional
Human usability errors Insider threats Low Often due to carelessness, posing significant information security risks
Management weaknesses Insider threats Medium Often inadvertent due to resource limitations or lack of expertise
DoS: Denial of service, HIS: Hospital information system



Sunil and Mathew: Cybersecurity challenges in health care: A systematic review

Acta Medica International  ¦  Volume 11  ¦  Issue 1  ¦  January-April 20244

that challenge the three foundational pillars of health 
information security. Table 3 synthesises PRISMA-
compliant research publications on healthcare cybersecurity 
threats. It evaluates studies from various countries and 
years based on predefined research questions (RQ1-RQ5) 
about cybersecurity challenges, finding high to moderate 
relevance across healthcare cybersecurity topics like social 
engineering attacks, cybersecurity education, and proactive 
risk management.

Discussion

The rapid digitization across various sectors, including 
health care, has significantly amplified the frequency and 
intricacy of cybercrimes. Health‑care organizations, in 
particular, are increasingly targeted by diverse cyber threats 
such as phishing, identity theft, email fraud, banking fraud, 
masquerade attacks, data injection attacks, and technological 
malfunctions. Venkatesha et al. (2021) recommends 
multidisciplinary approaches to healthcare cybersecurity’s 

complex cyber threats. Phishing, identity theft, and data 
breaches have grown with COVID-19’s digitization.[14] PACS 
and medical imaging system vulnerabilities by Eichelberg 
et al. demonstrate the need for complete cybersecurity.[15] 
Bhuyan et al. proactive cybersecurity measures meet the 
need for healthcare staff training to preserve patient privacy 
and organisational integrity.[16] Spanakis et al. analysis of 
healthcare infrastructures’ multi-layered cybersecurity threats 
highlights the need for a holistic security paradigm that 
incorporates technology and human factors.[17] The “Prosilience 
EF” and conversational agents’ unique training approaches 
teach healthcare workers how to manage and reduce cyber 
risks.[18,19] Research demonstrates that Information Security 
Awareness is essential for cyberattack preparedness.[20] In 
digital healthcare, the studies advocate a comprehensive and 
integrated cybersecurity approach that tackles technology 
vulnerabilities and human factors to safeguard sensitive 
patient data and healthcare systems.[21-26] A prominent example 
illustrating the severity of these threats is the WannaCry 

Table 3: Synthesized review of research articles in accordance with the Preferred Reporting Items for Systematic 
Reviews and Meta‑Analyses protocols

Author Year Country Topic RQ1–RQ5
Venkatesha et al.[14] 2021 India “Social Engineering Attacks During the COVID‑19 Pandemic” RQ2: High relevance
Eichelberg et al.[15] 2020 Germany “Cybersecurity Challenges for PACS and Medical Imaging” RQ1, RQ3, RQ4: High relevance
Bhuyan et al.[16] 2020 India “Transforming Healthcare Cybersecurity from Reactive to 

Proactive: Current Status and Future Recommendations”
RQ1, RQ2, RQ3, RQ4: High 
relevance

Spanakis et al.[17] 2020 Canada “Cyber‑attacks and threats for healthcare‑a multi‑layer thread 
analysis”

RQ1, RQ3, RQ4: Moderate 
relevance

Rajamaki et al.[18] 2018 Finland “Cybersecurity Education and Training in Hospitals Proactive 
Resilience Educational Framework (Prosilience EF)”

RQ1, RQ2, RQ3, RQ4, RQ5: 
Moderate to high relevance

Pears et al.[19] 2021 England “Repurposing Case‑Based Learning to a Conversational Agent 
for Healthcare Cybersecurity”

RQ1, RQ2: Moderate relevance

Schmidt et al.[20] 2021 Denmark “A Simple Assessment of Information Security Awareness in 
Hospital Staff Across Five Danish Regions”

RQ1, RQ2, RQ5: High relevance

Tully et al.[21] 2020 USA “Healthcare Challenges in the Era of Cybersecurity” RQ5: High relevance
Williams C.M. et al.[22] 2020 USA “Cybersecurity Risks in a Pandemic” RQ1, RQ3, RQ4, RQ5: High 

relevance
Coventry and Branley[23] 2018 England “Cybersecurity in healthcare: A narrative review of trends, 

threats and ways forward”
RQ1, RQ2, RQ3, RQ4, RQ5: High 
relevance

Gordon et. al.[24] 2019 USA “Assessment of Employee Susceptibility to Phishing Attacks at 
U.S. Health Care Institutions”

RQ1, RQ2, RQ4, RQ5: High 
relevance

Kessler et al.[25] 2020 USA “Information security climate and the assessment of information 
security risk among healthcare employees.”

RQ1, RQ3, RQ4: High relevance

Coronado and Wong[26] 2014 USA “Healthcare Cybersecurity Risk Management: Keys to an 
Effective Plan”

RQ1, RQ2, RQ3, RQ4, RQ5: 
Moderate to high relevance

PACS: Picture archiving and communications systems

Table 2: Barriers and vulnerabilities in cybersecurity impacting health information security goals

Health information security goal Vulnerabilities Threats Cascading consequences
Confidentiality Password sharing Unauthorized access, phishing, 

eavesdropping
Malicious exploitation leading to patient harm or 
illicit data sales

Integrity Typographical errors, 
data modification

False data injection attacks Potential patient harm due to incorrect treatments or 
medication resulting from inaccurate data

Availability Data access and 
maintenance issues

Technological challenges (e.g., 
obsolescence and DDoS attacks)

Delays in critical processes, data loss, wastage of 
time and resources

DDoS: Distributed denial of service
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ransomware attack in May 2017, which had a profound impact 
on healthcare facilities worldwide, underscoring the critical 
need for enhanced cybersecurity measures.[27] The escalation 
in cybercrime and data breaches within the healthcare sector, 
as discussed in numerous studies, mirrors the advancing 
complexity of hacking techniques.[28-30]

Further highlighting this trend is the ransomware attack on 
the All India Institute of Medical Sciences in November 
2022, resulting in the compromise of sensitive patient records, 
including those of notable figures.[31] This systematic review 
aims to explore the changing landscape of cyber threats in 
health‑care settings, particularly those handling extensive 
patient records and sensitive personal information. Identified 
contributing factors to these security vulnerabilities include the 
high stress levels commonly experienced by health‑care staff, 
leading to an increased risk of falling prey to phishing attacks, 
and the lack of adequate cybersecurity training and awareness.

The COVID‑19 pandemic significantly intensified the use of 
e‑health‑care services, thereby amplifying the cybersecurity 
challenges in health‑care institutions already contending 
with resource and staffing constraints.[32] To mitigate these 
challenges, it is imperative for hospitals to develop and 
implement comprehensive cybersecurity training and 
awareness programs. Key strategies include establishing clear 
objectives for online training, identifying potential security 
risks, forming de‑escalation teams, and rigorously assessing 
the effectiveness of training through course completion rates. 
Such initiatives are vital in providing health‑care personnel 
with the necessary skills and knowledge to effectively combat 
cyber threats.

In response to these evolving cybersecurity needs, hospitals 
have adopted a range of strategies to bolster their resilience. 
These include enhancing staff training, simplifying endpoint 
management, aligning stakeholder interests, and integrating 
continuous monitoring systems with antivirus solutions. 
At a broader level, numerous national and international 
organizations have played a pivotal role in formulating defense 
strategies against cyber threats. Recommendations from these 
bodies encompass a diverse range of measures, including 
software and application security, infrastructure protection, 
cloud security, IoT security, and the establishment of robust 
security management systems. Notably, the United Nations 
Conference on Trade and Development has highlighted the 
significance of access control, data security, network security, 
and operational security as key components in reinforcing 
cyber resilience.[33]

Blockchain technology has emerged as a promising solution in 
the realm of cybersecurity. Its decentralized nature ensures the 
integrity and immutability of data, thereby offering substantial 
protection against hacking attempts.[34] The adoption of 
blockchain technology in health‑care cybersecurity holds the 
potential to significantly reduce the risk of future cyberattacks, 
safeguarding sensitive patient information and health‑care 
systems.

The literature offers several techniques for improving 
cybersecurity in health care, despite the limited availability 
of sensitive information in the public domain. One important 
aspect is the focus on regularly updating software and 
hardware, implementing robust security measures for 
information and communication technology systems, and 
effectively managing vulnerabilities that occur from the 
interchange of information by health‑care staff. Moreover, 
the intricate system of networked medical devices presents 
substantial cybersecurity obstacles.

There is an increasing consensus within the health‑care business 
regarding the necessity of incorporating integrated and secure 
digital technologies. Recent studies have emphasized the 
increased acknowledgment of the important nature of teaching 
health‑care personnel about cybersecurity concerns.[35] Our 
analysis highlights the importance of implementing specific 
educational and training requirements that specifically target 
human elements in cybersecurity. These guidelines are 
essential for efficiently reducing cyber dangers. The subject 
of human element research in health‑care cybersecurity is still 
in its nascent stage. However, the various case studies and 
research findings covered in this review indicate the increasing 
significance and potential influence of this topic.

Conclusion

A key limitation of this systematic review was the inability 
to conduct a meta‑analysis due to the varied technological 
approaches to transmitting sensitive patient data in health care. 
This complexity hinders effective tracking and response to 
cyber threats. We advocate for a unified approach in enhancing 
cybersecurity, involving comprehensive training, awareness 
campaigns, and information exchange on cyber threats. 
Collective efforts are vital to strengthen health care against 
increasing cyber risks. It is essential for all in health care to 
engage in managing cybersecurity risks, protecting sensitive 
data, and ensuring patient care quality. Our findings highlight 
the need for a cohesive cybersecurity strategy, emphasizing 
each individual’s role in this crucial task.
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